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AHHOTaLMA

HactoAalwmn AOKYMEHT OnucbiBaeT YCTaHOBKY W HacTpourky Cuctembl 3awuThbl
nHdopmauum (C31) «Brzop» Bepcmn 2016.Q2.R1 (zanee - nporpaMmHBbIN NPOAYKT) Ha
O/IHOM cepBepe.

[lOKyMEHT COAEpP>XMWT CBEeAEHUS O TEeXHUYEeCKUX W MPOrPaMMHbIX CPeacTBax,
obecneumBatoWwmnx GYHKLMOHMPOBAHME MPOTPAMMHOrO NPOAYKTa, MPEeANOUTUTENbHYHO
OYepesHOCTb YCTaHOBKM, NpPOLeAypbl YCTaHOBKW M MNEPBOHAYa/lbHOW HACTPOWMKM
CUCTEMHbBIX W MPWUKNAZHBIX MPOrPaMMHbIX KOMMOHEHT, @ TakXe Cnocobbl MpoBepKwu
paboTOCNOCOBHOCTVM MPOrPaMMHOrO MPOAYKTa, BO3MOXHbIE aBapuilHble CUTyaLuu U
CNocobbl NX yCTpaHeHus.


http://wiki.tfs-sc.ru:9081/pages/viewpage.action?pageId=30736490
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KOMMAEKT MOCTaBKM

Homep Bepcuum: 2016.Q2.R1
Aara Bbinycka: 01.07.2016

AncrpnbyTtne: 2016.Q2.R1.zip

CoaepXxmmoe MnocTaBku

KomnoHeHTa Bepcusa Anctpnbytus

JDK 8 http://www.oracle.com/technetwork/java/javase/downloads/jd
k8-downloads-2133151.html

Java SE Timezone Updater 2.03 http://www.oracle.com/technetwork/java/javase/downloads/tz
updater-download-513681.html

PostgreSQL 951 http://www.enterprisedb.com/products-services-
training/pgbindownload

Apache HTTPD 2.4 ANCTPUBYTVB\Apache24

Apache ActiveMQ 5.11.1 ANCTPUBYTVB\ActiveMQ

WildFly AS 902 AVNCTPUBYTB\wildfly

Gradle 212 JUCTPUBYTVB\Gradle

cURL 7.48.0 ANCTPUBYTWB\curl

Cny>xba ynpaBneHus 6.2.0 ANCTPUBYTMB\modules\security-distribution-6.2.0.zip

NAEHTUOUKALMOHHBIMU

JaHHbIMK

Cny>xba yrnpaBneHus 720 ONCTPUBYTUMB\modules\audit-distribution-7.2.0.zip

cobbiTnAMK be3onacHoCTH

Cnyxxba ayTeHTUdMKaLMM 6.1.0 ONCTPUBYTUMB\modules\cas-distribution-6.1.0.zip

nosib3oBarenen

Cny>b6a aBTOpPU3aLMM 6.1.0 ANCTPUBYTMB\modules\cds-distribution-6.1.0.zip

noab3oBaTenen

EAVHBIA LLeHTp noaaepxku 2.1.0 AVNCTPUBYTVB\modules\usersupport-distribution-2.1.0.zip

noab3oBaTenen

MpunoxKeHne CMeHbl Napons 1.0.1 ANCTPUBYTMB\modules\change-password-distribution-
1.0.1.zip

Cnyx6a focTaBku 2.1.0 ONCTPUBYTMB\modules\notifier-distribution-2.1.0.zip

yBeZOMAEHUI

Xpanunviue dotorpaduii 3.1.0 ANCTPUBYTMB\modules\photo-storage-distribution-3.1.0.zip

MpunoxkeHne NepBUYHOro 1.0.1 ONCTPUBYTUMB\modules\installer-distribution-1.0.1.zip

HanoNHeHWs


http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/tzupdater-download-513681.html
http://www.oracle.com/technetwork/java/javase/downloads/tzupdater-download-513681.html
http://www.enterprisedb.com/products-services-training/pgbindownload
http://www.enterprisedb.com/products-services-training/pgbindownload

CDyHKI_LI/IOHaﬂbeIe XapPakKTepuncTmkKn
YnpaBneHne naeHTMGUKaLMOHHbIMU AaHHbIMU:

e yyeT CBeJEeHWA O COTPYAHMKAX C COXPAHEHWEM WCTOPUN U3MEHEHUN U
BO3MOXHOCTbIO MPUKPENIEHUS JOKYMEHTOB, Ha OCHOBE KOTOPbIX NPON3BEAEHbI
N3MEHEHUS;

e noazepikka rpynmnoBbiX OnepaLymin Hag COTpyAHMKaMK;

e aBTOMaTMyeckas  OJOKMPOBKA  YYETHbIX  3anucelt  nocne  AOCTUXKEHWS
YCTaHOBJ/IEHHOTO KOJIMYECTBA AHEN HEaKTUBHOCTW NMOb30BaTeNS;

e ynpaBAeHWe NpaBamMu AOCTyna COTPYAHUKOB K MHOOPMALMOHHBIM pecypcam Ha
OCHOBE POJIEBON MOAE/N YNPaBAEHUNS JOCTYNOM;

e noasepykka npaB JOCTyna COTPYAHWMKOB Ha BPEMS;

e ynpaBfeHUe CyXXebHbIMU paccieflOBaHNAMM B OTHOLLEHWUM COTPYAHMKOB;

e yNpaBAeHWNE XN3HEHHbIM LUKAOM PONEBOV MOAEN MHPOPMALMOHHbIX PECYPCOB;

e paboTa C 3/1eKTPOHHbIMM 3asiBKaMU Ha AOCTy;

e ynpaBAeHWe NOAUTUKON reHepaLnn AEHTUOUKATOPOB YUETHbIX 3anncei;

e Be/leHVe CPaBOYHMKOB OpPraHM3aLMOHHON CTPYKTYpPbl, AOMKHOCTEN, 3BaHUN;

e ynpaBfeHWe NapoasMU, BKIOYAs BO3MOXHOCTb OMPEAENEHNS AUHON NONNTUKN
naponewu;

e aBTOMaTMUecKas CUHXPOHM3aLusa aaHHbIX ¢ Active Directory;

e BO3MOXHOCTb KOHOUIYpMPOBaHWIO PONEBON MOAEeNN JocTyrna K cayxbam
nHGOpPMaLNOHHOW 6e3onacHOCTM 6e3 NporpaMMnpoBaHMS;

e 3KCMOPT OTYETOB.

YnpasneHune OCTynom K MHPOPMaLIMOHHBIM pecypcam:

e naeHTMPMKauma ©  ayTeHTUPMKaLMa Monb3oBaTenen npu  JocTyne K
MHPOPMaLMOHHBIM pecypcam no naeHTUdrKaTopy 1 naposto;

e npeAoTBpalleHMe AocTyna He UWAEHTUOULMPOBAHHOIO MOJ/b30BaTeNd WM
nonb3oBaTens, NOAAMHHOCTb MAEHTUDUKALIMM KOTOPOro Npu ayTeHTMduKaLmm He
noATBepAnnacs;

e 6/OKMpPOBaHME  y4yeTHOW  3alMWcKM  MNoJib3oBaTens  MNpyv  MpPeBbILEeHUN
YCTaHOBNIEHHOIO YMCaa MNOMbITOK JOCTYNa;

e nopaepxka GyHKUUN ofgHOKpaTHOW ayTeHTudumkaumm (Single Sign-On);

e pasrpaHWyveHve JOCTyna mMosb3oBaTese K WMHPOPMALMOHHbIM pecypcam B
3aBMCUMOCTW OT Ha3HaYeHHbIX MpaB AOCTyna;

e COMpPSAXEeHWe CBeAeHUN O COTPYAHWKE C YYETHOW 3anncbito cybbekTa, OT UMeEHMU
KOTOPOW OH OCYyLLEeCTBASET JOCTYN K MHGOPMaLIMOHHBIM pecypcam;

e noajep>kKa orpaHNUYeHNa JOCTyna B COOTBETCTBUM C rpadnKoM AOCTyna;

e 3alUMTa CETEBbLIX KOMMYHMKaLMIA C UCMOAb30BaHWEM NMpoTokona SSL;

e MPOTOKO/JIMPOBaHME YCMEeLLHbIX N HeYCMeLLHbIX MOMbITOK AOCTyMNa NnoJjib3oBaTesei
K MHOOPMaLMOHHBIM pecypcam;

* MNPUHYAUTENbHOE 3aBepLUEHNE JeNCTBUA ceccuin 6e30MacHOCTU NOoAb30BaTENEN.

YnpaBneHune cobbitnamm 6e3onacHoCcTu:



e npegocTaBneHve nHTepdelica ANs MPOTOKONMPOBAHUS COOLITUM, CBA3AHHbLIX C
AENCTBUAMWN MONb30OBaTeNEN B MHPOPMALMOHHbBIX pecypcax, a Takke B pamKax
MHOOPMaLMOHHOTO B3aMMOAEWNCTBUSA MEXAY CUCTEMAMU;

e Be/ieHVe XYypHana 3aperncTpupoBaHHbIX COObITUI;

e yMpaBAeHWe 3aJaHUAMW  OUMCTKM XKypHana oOT COBbITUIA, MNOTepPsBLUMX
aKTyanbHOCTb;

e MpejoCTaBNeHME MONb30BATE/NIbCKUX WHTepdercoB Ans noucka W ayauta
HaKoMnAeHHOM MHGopMaLny;

e 3KCMOPT OTYETOB.

OrpaHnyeHms

MporpaMMHbIV NPOAYKT NpesHa3HayeH A5 pa3BepTbiBaHUA Ha O4HOM CepBepe B cpese
Microsoft Windows ¢ AOMOAHUTENbHOW MHTErpaumner ¢ KOHTpoaiepoM goMeHa Active
Directory Domain Controller.



YCNOBUA NPUMEHEHUA

KoMnnekc nporpamMmMHO-TEXHWYECKMX CPeACTB MPOrpPaMMHOrO MpoAykTa COCTOUT U3
CepBEPHON YacT, paboumnx MecT noab3oBaTener n 06Cay>KMBatoLLEro nepcoHana.

B3avmogencTBMe nonb3oBaTenert C NPoOrpaMMHbIM MPOAYKTOM OCYLLEeCTBAAETCS MO
TEXHONOTUM TOHKOTO K/IMEHTa.

TpeboBaHMA K CEPBEPHOM YacTy

TpeboBaHMs K annapaTHOMy obecneyeHmto

Huxe npeactaBneHbl pekoMeHayemble TpeboBaHMsA K anmapaTHOMY oObecrneuyeHuto
CEpPBEPHON YacTu:

e CepBep KOHTpOANepa AOMeHa:
o faBa npoueccopa Pentium 4 ¢ yactoTtoi 3 Ty, A BblLweE;
o 47603y,
o 80 T'b cBOH6OAHOrO MeCTa Ha XXeCTKOM AWCKE,;
O CeTeBOM ajanTep Ans NoakntoueHus cepsepa k JIBC no npotokonam creka
TCP/IP c nonocow nponyckanus 1 Fewt/c;
e cepBep NpUAOXeHWM / 6a3 AaHHbIX:
o npoueccop Intel Xeon ® E5-2680 2.71TL nan aHanOrMyUHbIN;
o 81603y,
o 300 TI'b cBo6OAHOro MecTa Ha >XECTKOM ANCKE;
O CeTeBOM ajanTep ANs NoakatoueHus cepsepa k JIBC no npotokonam creka
TCP/IP c nonocow nponyckanus 1 Fewt/c;

Bb|u1er|epel-||/|cneHHb|e cpeacrtBea BbIYNCANTENbHOWN TEXHUKM MOryT ObITb npeacrtaB/i€Hbl
BUPTYyanbHbIMX MallNHaAMW C aHAaNOTNYHbIMU XapakKTepUCcTukamun.

TpeboBaHWA K NPOrpaMMHOMY 0becneyeHnro

Huxe npeactaBneHbl pekOoMeHAyemble TpeboBaHWA K NpPorpaMMHOMY obecrneyeHunto
CepBEPHOW YacTu:

e CepBep KOHTpOJ/epa fJOMeHa:
o onepauynoHHaa cuctema Microsoft Windows Server 2008 R2 Standard
SP1, 64bit;
o pekomeHayetca pannoas cuctema NTFS;
e cepBep npunoxeHui / 6a3 AaHHbIX:
o onepaunoHHaa cuctema Microsoft Windows Server 2008 R2 Standard
SP1, 64bit;



o KomnnekT pa3pabotumka npunoxeHuin Oracle Java Development
Kit Bepcnm 8u77, 64bit;

CYB/, PostgreSQL Bepcun 9.5.1;

Apache HTTPD Bepcum 9.5.1;

Apache ActiveMQ 5.11.1;

WildFly AS 9.0.2.

O O O O

TpeboBaHMA K pabodemy MecTy Nob30BaTeNs

TpeboBaHMs K annapaTHOMy 0becneyeHnto

Huxxe npeactaBneHbl pekomeHAyemble TpeboBaHWA K annapaTtHOMY obecrneyeHunro
pabouero mecra noab3oBaTens:

e npoueccop Intel i3, 2GHz nan aHanornuHbIR;

e 416 03Y;

e 50Tb cBO6OAHOIrO MecTa Ha XXeCTKOM ANCKE;

e CeTeBOW ajanTtep A/ NoakatoyeHus pabouen ctaHumm K JIBC no npotokonam
creka TCP/IP ¢ nonocon nponyckaHmsa He meHee 100 M6uUT/c;

e rpaduyecknin SVGA MOHUTOP C pa3peLleHnem skpaHa 1280x1024x24bit;

e KJaBMaTypa v Mblllb.

TpeboBaHMs K NporpaMMHOMY 0becneyeHmto

Huxe npeAcTaB/eHbl pekoMeHayeMble TpeboBaHUs K nporpaMMHoOMy
obecneyeHunto paboyero Mmecta Noab3oBaTeNs:

e onepauumoHHas cuctema Microsoft Windows 7 v BbliLue;

e UVHTepHeT-6pay3ep Internet  Explorer Bepcum 11 wn  Bbiwe, imb60o Google
Chome Bepcun 44 v Boiwe, Firefox Mozilla Bepcuun 39 1 BbliLwe;

e porpamma npocmoTpa JokyMeHTauum B pdf-dopmate Adobe Acrobat
Reader Bepcun 9.0 n Bbiwe;

e nporpamma ans paboTbl C 371eKTPOHHbIMM  Tabamuamm Microsoft Office
Excel 2007 v Bbiwe.


http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html#jdk-7u13-oth-JPR
http://www.oracle.com/technetwork/java/javase/downloads/java-archive-downloads-javase7-521261.html#jdk-7u13-oth-JPR

[ Tpoueaypa yCcTaHOBKM

Hpe,ﬂ,l—IOqu/ITeﬂbHaFI o4epeaHOCTb YCTaHOBKM

1. YcTaHOBKa M HacTpolika KOHTpoanepa AoMeHa goMeHa Active Directory Domain

Controller for Windows Server 2008.
2. YcraHoBka W HacTpolika JVM.
YcraHoBKa ancTtpmbyTtmBa.
4. Tlposepka paboTocnocobHoOCTM.

w

YCTaHOBKa W HacTpOMKa KOHTpOIepa AoMeHa Active Directory
Domain Controller for Windows Server 2008

[nsa yctaHOBKM KOHTpoanepa gomeHa Active Directory Heobxoammo 3anyctutb «Server
Manager» («lucneTuep cepepa») 1 nepentn B y3en «Roles» («Poan») B npaBon NnaHenu

KoHconn. [anee Heobxoammo HaxkaTb kHonky «Add Roles» («JobaButb posnv») B
npaBon naHenn (cm. puc. 1).

E__ Server Manager

18X
File Acton View Help

#= | Hml

ESlrokes

Features

Diagnostics # View the health of the roles installed on your server and add or remove roles and features.
g Configuration

= Storage

(~ Roles Summary ﬂ Roles Summary Help

(~) Roles: 0 of 17 installed iﬁ Add Roles

35 Remave Roles

{“ Last Refresh: Today at 16:26 Configure refresh

PUCYHOK 1. JOBABNEHHBIE PO/

B oTtkpbiBwemca okHe «Add Roles» («/JobaBneHve ponei») Ha Bknagke «Before You
Begin» («lNepes Hayanom paboTbi») NMpuMBeAEHbl OMMCAaHWA OCHOBHbIX CBEAEHMMW MO



YyCTaHOBKE POAN C MOMOLLbIO AucneTyepa cepsepa. [na Toro 4to 6bl NPOAOAXKUTbL
yCTaHOBKY, cnesyeTt HaxkaTb KHonKy «Next» («[anee») (cM. puc. 2).

=~ Server Manager ;Iilil
File Acton View Help

L MMl Eolll 7

i Server Manager (20 Add Roles Wizard 1‘;
5 Roles

Features N
Diagnostics =~ Before You Begin
Q Configuration

=3 Storage

Before You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you P
Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress « The Administrator account has a strong password
Fesults « Network settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next,

I skip this page by default

< Previous | Next > I Install Cancel

£ Refresh disabled while wizard in use

PUCYHOK 2. CBEAEHWA MO YCTAHOBKE PO

3ateM Heobxoaumo BbIObpaTb poau cepBepa ANA yCTaHOBKW. [lpyrve poan cepsepa
OyayT yCTaHOBAEHbI NMO3Xe, A/ Hayana HeobxOAMMO YyCTaHOBWUTb POJib KOHTPOANepa
aomeHa (DC). Cneayet Bbibpath ponb «Active Directory Domain Services», oTmeuvas
COOTBETCTBYHOLLYHO onuumio. Heobxoammo obpaTtnTb BHUMaHKe, YTO MacTep oTobpasuTt
pas GYHKUMIW, KOTopble ByayT yCTaHOBAEHbI Hapsaay ¢ poabto «Active Directory Server
Role». lanee cnepyet Haxatb kHonky «Add Required Features» («[lo6aBuTb Hy>XHble
bYyHKLMM»), 4YTOBbI YCTaHOBUTb 3T QYHKLUWMM BO BpPeMSA YCTaHOBKM posun «Active
Directory Server» (cm. puc. 3).
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E, Server Manager ;Iﬂlﬂ
File Acton View Help

I

i Server Manager (2008R2-DC1)

8] Add Roles wizard

it

(=]

ﬁ Select Server Roles

Results

Progress g ‘_\C?’:VE ?’ECWV ?""‘a"se“fm on the network and makes this
Add Roles Wizard " x| EESBHL:a
. network
(" Add features required for Active Directory Domain Services? i?xwﬁf
= You cannet install Active Directory Domain Services unless the required features are also installed. ¢
Features: Description:
= NET Framework 3.5.1 Features Microsoft MET Framework 3.5.1
NET Framework 3.5.1 the power of the .NET Framework 2.0 APls

les Summary Help

Before You Begin Select ane or more roles to install on this server,
Rales: Description: Hd Roles
Confirmation D Active Directory Certificate Services Active Directory Domain Services (AD Emove Roles

DS)stores information about objects

with new technologies for building
applications that offer appealing user
interfaces, protect your customers' personal
identity information, enable seamless and
secure communication, and provide the
ability to model a range of business
processes

Add Required Features Cancel |

® Why are these features required?

4

More about server roles

< Previous I Next > Install | Cancel |

{; Refresh disabled while wizard in use

PVCYHOK 3. IOBABNEHME HYXHbIX OYHKLAN

Mocne Bbibopa ponun «Active Directory DC Server», oTobpa3untcs nHpopmaLms 06 3Tom
ponn cepsepa. HeobxoanmMo 06paTuTb BHUMaHWE Ha paj MOMEHTOB (CM. puc. 4):

ana  obecneyeHuMs OTKa30yCTOMUMBOCTM PEKOMEHAYeTCs YCTaHOBKa, Kak
MUHUMYM, aByx DC B cBOelN ceTy;

ycTaHoBKka ogHoro DC B ceTu ABaseTCcA NpeAnocbIIKOn cbos;

AN KOPPEeKTHOro ¢yHkumoHmpoBaHmas DC HeobxogMMo AONOAHUTENbHO
yctaHoBuTb DNS;

HeobxoAnMO 3anycTnTb «dcpromo» nocne yCTaHOBKW POV, Janee He NpuaeTcs
BbIMONHATbL AOMOJHUTE bHbIE LLIarn BO BPEMA YCTaHOBKM APYTMX POsiei cepBepa,
MOCKOJIbKY BeCb MPOLECC YCTaHOBKM POJNEA MOXHO BbINOJHWUTb C MOMOLLbHO
avcnetyepa cepsepa. Ponb «Active Directory Domain Services» ansetcs
€/VMHCTBEHHOW POAbtO, TPebytoLLen NCMONb30BaHNA ABYX LWAroB A8 YCTaHOBKW;
HeobXxoANMMO MOMHUNTb, YTO BO BpeMsa ycTaHoBKM posu «Active Directory Domain
Services» TakXe ycTaHaBauBaroTca cnyxbbl «DFS npoctpaHcTtBa nmeH», «DFS
penavkaumm u penavkaumm ¢annoB» — BCe 3TU CAy>XObl MCMOAb3YHOTCA
cnyxb6amn «Active Directory Domain Services», MO3TOMy YyCTaHaBAWBAOTCA
aBTOMaTUYECKM.



E,_ Server Manager

=12l x
=, seer venager Coosrzoc ) [
BN Add Roles Wizard x|
3 >
& m° Active Directory Domain Services
&

Before You Begin

Introduction to Active Directory Domain Services

ples Summary Help

Server Roles

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the
network. AD DS helps administrators securely manage this information and facilitates resource sharing and

Hd Roles
collaboration between users. AD DS is also required for directory-enabled applications such as Microsoft Emove Roles
Exchange Server and for other Windows Server technologies such as Group Policy.
Confirmation
Progress Things to Note
Results ,

To help ensure that users can still log on to the network in the case of a server outage, install a minimum of
two domain controllers for a domain.

AD DS reguires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server.

After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller.

Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
are required by Directory Service.

Additional Information
Qverview of AD DS
Installing AD DS

Common Confiqurations for AD DS

< Previous | Next > I Instal Cancel

%:: Refresh disabled while wizard in use

PUCYHOK 4. YCTAHOBKA CAYX6 DFS MPOCTPAHCTBA MMEH

[danee HeobxoaMMO HaxkaTb KHOMKY «Install» («YcTaHOBUTL») Ans ycTaHOBKM daninos,
HeobxoAMMbIX Ana 3anycka «dcpromo» (cm. puc. 5).

E,, Server Manager

File Acton View Help

_ _iB]x]
L Al 7|

e e |
P8l 7dd Roles wizard x|
T ﬁi Confirm Installation Selections
=
les Summary Help
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles Hd Roles
) ) ) @ 2 informational messages below
Active Directory Domain Services Emove Roles
@ This server might need to be restarted after the installation completes,
Progress (~) Active Directory Domain Services
Reslts

After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
{dcpromo.exe) to make the server a fully functional domain controller.

~) NET Framework 3.5.1 Features
MNET Framework 3.5.1

Print, e-mail, or save this information

< Previous Next = I Install I Cancel

44 Refresh disabled while wizard in use

PUCYHOK 5. YCTAHOBKA ®AANOB, HEOBXOAMMbIX 414 3AMNYCKA «DCPROMO»
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MNMocne TOro, Kak ycTtaHoBKa OyaeT 3aBeplueHa, cnegyeT HaxaTb kHomnky «Close»
(«3akpbITb») (CM. puc. 6).

E\., Server Manager

IR

File Action View Help

e|2m H
% Server Manager (2008R2-DC1)

B8l Add Roles wizard
d

3
Fifl 7 Installation Results
=

Summary Help
Before You Begin
The following roles, role services, or features were installed successfully:

|»

Server Roles

oles
. ) ) ) @ 1informational message below

Active Directory Domain Services wve Roles
Confirmation ~) Active Directory Domain Services '@' Installation succeeded
Progress The following role services were installed:
Results Active Directory Domain Controller k Help

@ Use the Active Directory Domain Services Installation Wizard {dcpromo.exe) to make the server a

fully functional domain controller. .
) ) ) . n, and directory searches.
Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe),
(~) NET Framework 3.5.1 Features -Q- Installation succeeded o:schva R

The following features were installed:
WNET Framework 3.5.1

ole Services

ve Role Services

Print, e-mail, or save the installation report

< Previous Iext > | Close Cancel

TESTIPTam:

4 Refresh disabled while wizard in use

PUCYHOK 6. 3ABEPLLUEHWE YCTAHOBKM

[anee HeobxoAMMO nepenTn B MeHo «yck» 1 B TEKCTOBOM MNoJie «BbIMOHWUTL» BBECTU
«dcpromo» (cMm. puc. 7).

Mporparme (1)

@! dopromo

7 O3HEKOMATSEA C APYTHMA PESYNETAT NN

Idcpromo @ SaBeplerie paboTel | >|

[Ervex | & &

PUCYHOK 7. T1EPEXO/ B MEHIO «[TYCK» 1 BBO/, «DCPROMO» B TEKCTOBOM MOJE «BbINOAHNTE»
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Mocne atoro 3anyctutca mactep «Active Directory Domain Service Installation Wizard»
(«<MacTep ycTaHOBKM CEpBMCOB JAOMEHa»). Tak Kak pacCliMpeHHble Onuuu B 3TOM
CUEHapUK He Hy>XHbl, He0H6X0AMMO HaxkaTb KHOMKy «Next» («[Janee») (cm. puc. 8).

E. Server Manager ;Iilﬁl
File Action View Help

o A ol 7]
= senervanager Cooszoc ) |

= 5 Roles

Features
Diagnostics # View the health of the roles installed on your server and add or remove roles and features.
é Configuration =

25 storage @l Active Directory Domain Services Installation Wizard |
.
Welcome to the Active Directory [ Roles summary Help
Domain Services Installation =
Wizard T Add Roles

S Remove Roles

This wizard helps you install Active Directory Domain
Services [AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next

I 4pos el

n processes, authentication, and directory searches.
[ Use advanced mode installation

Go to Active Directory Domain
Leam more about the additional options that are Services

available in advanced mode installation

More about Active Directony Domain Services
Bnalyzer

iﬁ Add Role Services

:: 3& Remove Role Services

<Oack [ Met> | canced |
T ESS IO OOz 2T TIOCTTS T =
I Administration Tools Mot installed

Description:

£ Refresh disabled while wizard in use

PUCYHOK 8. 3ANYCK MACTEPA «ACTIVE DIRECTORY DOMAIN SERVICE INSTALLATION WIZARD»

Ha crpaHuue «Operating System Compatibility» («CoBmecTMmMocTb onepauvoHHOM
cncTeMbl») ByaeT oTpaxkeHO npeaynpexaeHne o ToM, uto NT u non-Microsoft SMB
KAVEeHTbl OyayT WCMbITbiBaTb MNPO6AEMbl C  HEKOTOPbIMK  KpUMATOrpadpuyeckmmm
anroputMamu, ucnosnb3yembiMn B Windows Server 2008 R2. [na Toro, uto 6ol

NPOAO/IKNTL YCTaHOBKY HacTpoek cinefyeTt HaxaTtb KHOmMky «Next» («/[lanee») (cM. puc.
9).



E‘., Server Manager

il Features
m Diagnostics
i} configuration

5 storage Active Directory Domain Services Installation Wizard

Operaling System Compatibility
Improwed security settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

=] x|
File Acton View Help
=708
5 Roles

|»

Roles Summary Help

i’ﬁ Add Roles

Windows Server 2008 and "Windows Server 2008 R2" domain cortrollers have a
new more secure defautt for the security setting named "Allow cryptography algorthms
compatible with Windows NT 4.0." This setting prevents Microsoft Windows and
non-Microsoft SMB “clients” from using weaker NT 4.0 style cryptography algorthms
when establishing security channel sessions against Windows Server 2008 or
"Windows Server 2008 R2" domain controllers. As a result of this new default,
operations or applications that require a security channel serviced by Windows Senver
2008 or "Windows Server 2008 R2" domain cortrollers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clients" and networkc-attached storage (MAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Windows Vista with Service Pack 1 are also impacted, including
domain join operations performed by the Active Directory Migration Tool or Windows
Deploymert Services.

For more information about this setting, see Knowledge Base article 942564
(hitp://go microsoft .comfwlink/PLinkld=104751).

Te= Remove Roles

AD DS Help
n processes, authentication, and directory searches.

Go to Active Directory Domain
Services

Bnalyzer

f}fg Add Role Services

:: f& Remove Role Services

Description:

{4 Refresh disabled while wizard in use

<EBack Nexd > Cancel |
TSSO T OO TS
| Administration Tools Not installed

PUCYHOK 9. MPEAYMNPEXAEHNA MACTEPA

B oTkpbiBweMcs okHe «Choose a Deployment Configuration» («Bbibop koHpUrypaumm
yCTaHOBKM») Heobxoanmo BbibpaTb onuuto «Create a new domain in a new forest»
(«Co3aaHve HOBOro AOMeHa B HOBOM necy») (cm. puc. 10).

E:, Server Manager

File Acton View Help

1= | el 7|

% Server Manager (2008R2-DC1)
i‘ Roles
Features
#m Diagnostics
3% Configuration
23 storage

% <+ View the health of the roles installed on your server and add or remowve roles and features.
L

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration

Roles Summary Help
‘You can create a domain controller for an existing forest or for a new forest.

i’ﬁ Add Roles

™ Existing forest

| &dd a domain controller b an existing domait

) Create & new domain in an existing forest
This server will become the first domain controller it the new doamain

i Remove Roles

AD DS Help

In processes, authentication, and directory searches.

Go to Active Directory Domain
Services
% Create a new domain in a new forest

More about possible deployment configurations

bhnalyzer

Add Role Services

:: 3& Remove Role Services

<Back Nest > Cancel |
TSSO IO OT 2T TIOCTTS T o
| Administration Tools Mot installed

Description:

24 Refresh disabled while wizard in use

PUCYHOK 10. BbIBOP OMLIMM «CREATE A NEW DOMAIN IN A NEW FOREST»
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B otkpbiBweMca okHe «Name the Forest Root Domain» («/ims KopHeBOro gomeHa B
Nnecy») HeobXxoAMMO BBECTM Ha3BaHWe AOMeHa B TekcToBoe nosne «FQDN» kopHeBOro
AOMeHa B necy. Vima pgomeHa MoxeT 6biTb At06bIM, HO ecan byaeT BbIbpaHO WMS,
KOTopoe y>ke 6blN0 3aperncTpmupoBaHo, TO MOTYT BO3HUKHYTb NPOobaembl pa3aBOeHNs

nmeH. MNMocne BBOAA MMEHN LOMEHa HEOBXOANMO HaxkaTb KHOMKY «Next» («Janee») (cm.
puc. 11).

E_ Server Manager

_[&]x
File Action View Help
& 2ml
5 Roles
Features
Diagnostics # View the health of the roles installed on your server and add or remove roles and features.
g Configuration _= =
22 Storage @l Active Directory Domain Services Installation Wizard x|
-
Name the Forest Root Domain B H Roles Summary Help -
The first domain in the forest is the forest root domain. ks name is also the name of L J
the forest =
T8 Add Roles
Fe Rol
Type the fully qualfied domain name (FADN) of the new forest root domain. [l
FQDN of the forest root domain:
domain082 localnet ﬂ AD DS Help

Example: corp.conteso.com In processes, authentication, and directory searches.

Go to Active Directory Domain
Services

Bnalyzer

iﬁ Add Role Services

:: Sg Remove Role Services

<Back Next > Cancel |
FESSIOTT ST OT AT TIOT TS b
| Administration Tools Mot installed
Description: -
F " N _I
=& Refresh disabled while wizard in use

PM1CYHOK 11. BBOA HA3BAHWA IOMEHA B TEKCTOBOE MOJE FQDN

B oTkpbiBemca okHe «Set Forest Functional Level» («OnpeaeneHne ¢pyHKLMOHaNBHOTO

YPOBHS neca») Heobxoammo Bbibpath onumio «Windows Server 2008 R2» n HaxaTb
kHonky «Next» («[anee») (cM. puc. 12).
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E_, Server Manager _|5|1
File Acton WView Help

&= 5= H

# 3 Rles

Features
Diagnostics #  View the health of the roles installed on your server and add or remove roles and features.
} Configuration =

g Storage 6—1 Active Directory Domain Services Installation Wizard x|

Set Forest Functional Level B ﬂ Roles Summary Help W
Select the forest funcional level =N
3ﬁ Add Roles
Forest ol level: Tt Remove Roles

Details:

[ Apostep
[The Windows Server 2008 R2 forest functional level provides all the features that ;I
are available in the Windows Server 2008 forest functional level, plus the following n processes, authentication, and directory searches.
additional featurs:
= Recycle Bin, which, when it is enabled, provides the ability to restore Go to Active Directory Domain
deleted objects in their entirety while Active Directory Domain Services
Services is running
{4ny new domains that are created in this forest will operate by default at the
Windows Server 2008 R2 domain functional level. ;I

o *fou will be able to add only domain cortrollers that are running
- Windows Server 2008 R2 or later to this forest. L
alyzer

More about domain and forest functional levels

f‘ﬁ Add Role Services

:: ?ﬁ Remove Role Services

<Back [ Mea> | canca |
| PR —

Administration Tools Notinstalled

Description:

i Refresh disabled while wizard in use

PUCYHOK 12. BLIEOP OMnUM WINDOWS SERVER 2008 R2

B okHe «Additional Domain Controller Options» («[JononHuTenbHble oONLUK
KOHTpOA/Nepa AOMeHa») ana Bblbopa 6yaetr poctyneH «DNS cepsep». Onuus
rnobanbHOro katanora BblbpaHa 1 He ABASETCSA OnuMen no BbIbOpy, Tak Kak Moka 4To
3TO eAuHCTBeHHbIn DC B 3TOM JoOMeHe, MO3TOMY OH JOJXeH OblTb cepBepoM
rnobanbHoro katanora. Onuma KOHTpoJ/iepa AOMEHa C pa3peLleHneM TONbKO YTEHUA
(Read-only domain controller — RODC) He oTMeueHa, NOCKOAbKY HeOHXOAMMO MMETb
apyrov He-RODC B ceTtn, Utobbl BKAKOUMTL 3Ty onumio. Heobxoammo BbibpaTth onuuto
DNS cepBep 1 HaxaTb kHONKy «Next» («[anee») (cM. puc. 13).
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E, Server Manager

=l8lx]
File Action View Help
Lalls A el ol 7
5 Roles
Features
Diagnostics #  View the health of the roles installed on your server and add or remove roles and features.
g Configuration __ =
2 storage @/ Active Directory Domain Services Installation Wizard

Additional Domain Controller Oplions

E Raoles Summary Help

5ﬁ Add Roles
B R Rol
Select additional options for this domain controller &= Remove Roles
v DNS server
I¥| Gilahal eatal
& I a0 s Help
I™| Readionly dormain controller (RODE]
Additional information: n processes, authentication, and directory searches.
Thefrstb:o;agﬂcs&tblern a forest must be a global catalog server and ;I E Go to Active Directory Domain

Services

[We recommend that you install the DNS Server service on the first domain
icontroller

;I ¥inalyzer

More about addtionzl domain controller options

?ﬁ Add Role Services

:: 3& Remove Role Services

<Back Next > Cancel |
TSSO SO O TZA o TOT TS s
I Administration Tools Not installed
Description: =
Y =l
%4 Refresh disabled while wizard in use

PcyHOK 13. BbIEOP O «DNS CEPBEP»

OTkpoeTcA AManoroBoe OKHO, MHPOPMKMpYtOLLee O TOM, YTO HEBO3MOXHO CO3AaTb
AenervpoBaHue ana atoro cepsepa DNS, NockoabKy NONHOMOYHaA poauTesbCKas 30Ha
He MoxeT bbITb HangeHa nan He ncnonbdyet Windows DNS cepsep. MNpuunHa B TOM,
yto 310 nepsbii DC B cetn. HeobxoamMMo HaxaTb KHOMKY «Yes»
MPOAOIKNTE HACTPOMKY (CM. puc. 14).

(«[a»), uTOObI



E., Server Manager ;Iilll

File Acton View Help
== H
5 Roles
Features
Diagnostics
E é Configuration __
g Storage @/ Active Directory Domain Services Installation ¥
-
Additicnal Domain Controller Options L | J Roles Summary Help
535 Add Roles
S Remove Roles
Select additional options for this domain controller. | =
v —
7 DS sen @ Active Directory Domain Services Installation Wizard |
IV | Global o=
AD D5 Help
= Feadiar| & delegation for this DNS server cannot be created because the
Additional inf authoritative parent zone cannot be found or it does not run cesses, authentication, and directory searches,
tional infe Windows DNS server. If you are integrating with an existing DNS
The first damr infrastructure, you should manually create a delegation to this Go to Active Directory Domain
cannot be ar DNS server in the parent zone to ensure reliable name resolution Borres
from outside the domain "domain08r2.localnet”. Otherwise, no
We recomme action is required.
controller.
Do you want to continue?
More about STUNOMET OMET CONTOTE opwors
i% Add Role Services
:: 5‘% Remove Role Services
<Back Next > Cancel |
TSSO ST T Oz o TIOTTTS T o
| Administration Tools Mot installed
Description: =
Y =
%4 Refresh disabled while wizard in use

PcyHOK 14. TPEAYNPEXAEHNE MACTEPA

B oOTKpbIBLIEMCA AMANOrOBOM OKHE HeobxoAMMO OCTaBUTb BCE HACTPOWKM MO
YMOJIYaHMIO U HaxaTb KHonKy «Next» («Janee») (cm. puc. 15).

E., Server Manager ;Iilﬂ

File Acton View Help
+=|2EH

o Roles
Features
Diagnostics

E l} Configuration

g Storage

Location for Database. Log Files. and SYSVOL
Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSWOL. x

Roles Summary Help

i’ﬁ Add Roles

55 Remove Roles

For better performance and recoverability, store the database and log files on separate
volumes.

Database folder:

AD DS Help

—I in processes, authentication, and directary searches.
Log files folder:
IC \Windows\NTDS T Go tn Active Directory Domain
Services

SYSVOL folder:

[Cwindows\ssvoL Browse.

More about placing Active Directory Domain Services files tnalyzer

_?3‘5 Add Role Services
:: ?ﬁ Remove Role Services
<Back Next > Cancel |
T OSSTTOTT ST O TS oT TOT TS T o

I Administration Tools Mot installed
Description: LI

4 Refresh disabled while wizard in use

PUCYHOK 15. OKHO BbIBOPA MECT XPAHEHA MHOOPMAL|AM
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B otkpbiBwemcs okHe «Directory Service Restore Mode Administrator Password»
(«Cny>«ba kaTanoroB aAMMHMUCTPaTOPa PeXnma BOCCTaHOBAEHWS Napoaa») HeobxoaAnMOo
BBECTW HajeXHbI Maposib B TekcToBble nona «Password» («[Maponb») n «Confirm
password»  («[loaTBepXAeHME  Maposs»), ANs  TOro  4YTobbl  NMPOAOIKUTb
HacTPOWKy cneayeT HaxaTb KHoMky «Next» («Janee») (cMm. puc. 16).

E Server Manager

—l®(x|

File Action WView Help

o= s[=H

i Server Manager (2008R2-DC1)
3 Roles

Features
Diagnostics i # View the health of the roles installed on your server and add or remove roles and features.
} Configuration =

= g Storage 6—1 Active Directory Domain Services Installation Wizard

H®HHH

[+

|»

Directory Services Restore Mode Administrator Password ﬂ Roles Summary Help

35 Add Roles

o= R Rall
The Directory Services Restore Mode Administrator account is different from the domain smave Roles
Administrator account

Assign a passwond for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password. ﬂ AD D5 Help

Password I------u in processes, authentication, and directory searches.

Confimm password: Ioouuu| Go to Active Directory Domain
Services

More about Directory Services Restore Mode password

Pnalyzer

iﬁ Add Role Services

:: 33 Remove Role Services

<Back Net > Cancel |
TSSO OOz TICTTTS T o
Administration Tools Not installed

Description:

{: Refresh disabled while wizard in use

Pr1cyHoK 16. BBOA NAPONS

Heobxoanmo nposeputb MHbOPMaLMIO B OTKPbIBLUEMCA OKHe «Summary» («OcHOBHas
nHbopmMauma») n Haxatb KHoMky «Next» («Janee») (cMm. puc. 17).
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F_, Server Manager

=18]x]|

File Acton View Help
e 2[=dE
3 Roles

Features
Diagnostics i View the health of the roles installed on your server and add or remove roles and features,
g Configuration #

3 storage @) Active Directory Domain Services Installation Wizard

HEHE

Summary H Roles Summary Help T
iﬁ Add Roles
jew your — 5,‘ Remove Roles
Corfigure this server as the first Active Directory domain controller in @ new forest.  «
[The new domain name is "domain08r2 Jocalnet". This is also the name of the new
orest. [ Ao s Help

The NetBIOS name of the domain is "DOMAINDBR2". n processes, authentication, and directory searches.

= . b Rz Go to Active Directory Domain
Domain Functional Level: Windows Server 2008 R2 Services

(Site: Defautt-First-Site-Name:

=]

To change an option, click Back. To begin the operation, click Next.

These settings can be exported to an answer file for use with Export settings
other unattended operations =
Mare about using an answerfile

Bnalyzer

3% Add Role Services

:: 3% Remove Role Services

<Back [ MNet> |  Cancel |

T ESSIOTT y T TSt =
I Administration Tools Not installed
Description:

{E Refresh disabled while wizard in use

PUCYHOK 17. TTPOBEPKA MHOOPMALIMM B OKHE «SUMMARY»

YcraHoBka nepsoro DC 3aHuMmaeT, Kak MpaBWaO, HEMHOrO BpemMeHWu. Heobxoammo
oTMeTuTb onumio «Reboot on completion» («lNepe3arpy3nTb NO OKOHYaHUN») B OKHe
«Active Directory Domain Services Installation Wizard» («MacTtep ycTaHOBKW cepBncoB

AOMeHa»), 1 HaxaTb KHomnKy «Cancel» yTobbl MallMHa aBTOMaTUyeCcku nepesarpy3mnaach
nocne ycraHoskun DC (cm. puc. 18).



L. Server Manager ;IEIEI
File Acton View Help
a9 »md

i Server Manager (2008R2-DC1)

5.>Roles

Features
Diagnostics +  Wiew the health of the roles installed on your server and add or remove roles and features.
é Configuration =

23 storage ! Active Directory Domain Services Installation Wizard

|»

Roles Summary Help

T Add Roles

D= Remove Roles

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected
o [ 4008 Help
In processes, authentication, and directory searches.
ﬂl_} Go to Active Directory Domain

Services

Instaliing Group Policy Management Console.

Bnalyzer
[ |

¥ Reboot on completion

5‘5 Add Role Services

:': ii Remove Role Services

< Back Next > Cancel |

I TSSO ST T OTTZaoTT TIOT TS T

Administration Tools Mot installed
Description:

L =
£ Refresh disabled while wizard in use

PUCYHOK 18. OTMETKA O HEOBXOAMMOCTV MEPE3ATPY3KM

Mpowu3onaeT nepesarpyska cepBepa. YcTaHoBKka OyAeT 3aBeplleHa Moc/ie BXoAa B
cUCTEMY.

HaCTpOI;IKa BEAEHNA SIEKTPOHHOIO XXYypPHa/la 00BbEKTOB

2]

Mo ymMOnYaHWIO AN KJAMEHTCKUX CUCTEM ayAuT OTK/IKOYEH, AN CEePBEPHbIX aKTMBHA
noakateropua «/loctyn k cayxbe katanoros Active Directory», ocTanbHble OTK/IOUEHbI.
Ana BkaroyeHws rnobanbHou noautmkm «Audit directory service access» («Ayaut
poctyna K cnyxbe KaTtanoroe») HeobxoAMMO Bbi3BaTb

«PepakTtop ynpaBaeHus
rpynnoBbIMK  MOAUTUKAMWU», NEPENTU B  BETKY

«[MapameTpbl  6e30macHOCTU»/

rae akTMBMpOBaTb MOJUTUKY U
YCTaHOBUTb KOHTPOAMPYeMble cObbITUA (ycnex, oTkas) (cM. puc.19).

«JlokaneHble noAnTUkK»/ «llonutnka ayguta»,
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B Penaxrop ynpanness rpynnossiem noamTaKam

Oain  feficrewe Bua  Cnpasxa

€= 2mRE = Hm

A Defaut Domain C: Policy [SRVO1.EX 4]
] & Kougwrypawss Komnsotepa
£ 1 Nomennce

i
i

m
OfCY - EEe
L)
i
gé

5

|
|

@ || Windows Firewal with Advanced Se
] Morumis AscneTHEps CmoKa et
[ il Vireless Network (IEEE 802.11) Pol

& B, P Seauity Polces on Active Direct
@ ] Advanced Audit Policy Configuratior

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

-

Cooicrtoa: Audit directory service access :’ I l X'

5 Auxdt drectory service access

V O

| osracame |

Becm ay

F yonex
M omas

——

PUCYHOK 19. AKTVBALIVA NONUTVKIA AYAINTA M BbIBOP KOHTPOIMPYEMBIX COBbITIM

[Apyro BapuaHT — WCNOMb30BaTb ANA HACTPOWKM YTUAWUTY KOMaHAHOW CTPOKM

«auditpol» (cM. puc. 20), nonyumTb noAHbIM cnvcok GAP ¢ ycTaHOB/IEHHbIMU

napametpamu. lpyv nomowm KOMaHAHOM CcTpoku «auditpol» focTaTouHO BBECTU

KOMaHay:

| > auditpol /list /subcategory:*




Administrator: Komangnan cTpoka

C:\Users\Administrator>auditpol /get /category:*
System audit policy
Category/Subcategory Setting
System
Security System Extension Auditing
System Integrity Auditing
IPsec Driver Auditing
Other System Events Auditing
Security State Change Auditing
Logon/Logoff
Logon Auditing
Logoff Auditing
Account Lockout Auditing
IPsec Main Mode Auditing
IPsec Quick Mode Auditing
IPsec Extended Mode Auditing
Special Logon Auditing
Other Logon/Logoff Events Auditing
Network Policy Server Auditing
Object Access
File System Auditing
Registry Auditing
Kernel Object Auditing
SAM Auditing
Certification Services Auditing
Application Generated Auditing
Handle Manipulation Auditing
File Share Auditing
Filtering Platform Packet Drop Auditing
Filtering Platform Connection Auditing
Other Object Access Events Auditing
Detailed File Share Auditing
Privilege Use
Sensitive Privilege Use Auditing
Non Sensitive Privilege Use Auditing
Other Privilege Use Events Auditing
Detailed Tracking
Process Termination Auditing
DPAPI Activity Auditing
RPC Events Auditing
Process Creation Auditing
Policy Change
Audit Policy Change Auditing
Authentication Policy Change Auditing
Authorization Policy Change Auditing
MPSSUC Rule-Level Policy Change Auditing
Filtering Platform Policy Change Auditing
Other Policy Change Events Auditing
Account Management
User Account Management Success and Failure
Computer Account Management Success and Failure
Security Group Management Success and Failure
Distribution Group Management Success and Failure
Application Group Management Success and Failure
Other Account Management Events Success and Failure

PUCYHOK 20. BKIKOUEHME NOAUTUKIA AYANTA YEPE3 YTUANTY KOMAHAOWM CTPOKM «AUDITPOL»

AkTnBMpOBaTb NoAnTUKY «directory service access»:

| > auditpol /set /subcategory:"directory service changes" /success:enable

O6HOBUTL NONNTUKY KOHTPOJIEPa JOMeEHa:

| > gpupdate

MNoakaTeropus NoAnTUKK ayamta «Joctyn Kk cny>kbe katanoros» GpopmMmpyert cobbiTna B
XypHane 6e30MacHOCTM C KOAOM 4662, KOTOpble MOXHO MPOCMOTPETb MPU MOMOLLN
kKoHconn «[pocmoTp cobbiTnii» («Event Viewer») Bknagka «XypHanbl Windows —
BesonacHocTb» (cM. puc. 21).
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PU1CYHOK 21. TTPOCMOTP COBbITA

B «kauectBe anbTepHaTMBHOrO BapuaHTa MNPOCMOTPa COOLITUA  HeobXxoaMMO
ncnonb3osBatb KomaHasnet «Get-EventLog» obonoukm «PowerShell» (cm. puc. 22).
Hanpumep:

PS> Get-EventLog security | ?{$ .eventid -eq 4662}

KomaHngnetr «Get-EventLog» MoxeT npuHumate 14 napameTpoB, MO3BOAAOLLNX
oTOUABTPOBAaTb COOLITUA NO ONpPeAeNeHHbIM KPUTEPUAM:

o «After»;

e «AsBaseObject»;

o «AsString»;

e «Before»;

o «ComputerName»;
o «EntryType»,

e «Index»;
e «|nstancelD»;
o «List»;

e «lLogName»;
e «Message»;

o «Newest»;

e «Source»;

e «UserName».
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B Administrator: Windows PowerShell I T

PS C:\Users\Administrator> Get—EventLog security ! ?{5__eventid —eq 4662)

Index Time Enty e Source InstancelD Message

13798 Jan 28 =a'a A 2 operation was performed
13789 Jan s SuccessfA... Micw i y 5 operation was performed
12782 Jan . i operation was performed
11632 Jan
Jan

Jan

Jan

Jan

Jan

Jan

2 Jan

operation was performed
operation was performed
operation was performed
operation was performed
operation was performned
operation was performed
operation was performed
opcrat@on was performed

operation was performed
operation was performed
operation was performed
operation was performed
operation was performed
operation was performed
operation was performed
operation was performed
operation was performed
An operation was performed

2 Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

A
A
A
A
A
A
A
]
: REe’s - Z
Jan = cce 2... Mic —~ W L operation was performed
A
A
A
A
A
A
A
A
(]

PS C:\Users\Administrator>

PUCYHOK 22. TTPOCMOTP COBbITUM C MCMO/b30BAHVEM OBOOYKI POWESHELL

Kpome cobbiTua ¢ kogom 4662, pernctpmpyetca psag Apyrux cobbitnii 5136 (M3meHeHne
atpubyta), 5137 (co3paHue aTpmbyta), 5138 (oTmMeHa yaaneHus atpubyta) m 5139
(nepemelyeHne aTpnbyTa).

Ana ypobctBa oTbopa onpeseneHHbIX COObITMM B KOHCOAM «[MpocMOTp CobbITU»
Mcnonb3yroT GUABTPLI M HacTpanBaemble MPeACTaBNAeHWUA, a TakXke MOAMUCKY,
MO3BO/IAOLLYHO cCOBUpaTh AaHHbIE XXYPHaN0B U C APYrMX CEPBEPOB.

B BeTke «[onnTuka ayanta» Takxke akTUBUPYHOTCA CAeytoLe BO3MOXHOCTY:

e ayAWUT BXOAa/BbIXOAa B CUCTEMY;

e ayAuT ynpaBieHNs yYeTHbIMU 3annciamu;
e J0OCTyn K obbekTam;

e M3MEHEeHM s NOANTUK U TaK Janee.

Hanpwumep, ans HacTpouriky ayauta AOCTyna K 06bekTaM Ha npuMepe nanku ¢ obLwmm
AOCTYNOM, HeOHXOAMMO aKTUBMPOBATb, Kak OMUCaHO paHee, noauTmky «Audit object
access», 3aTem BblOpaTb nanky W Bbi3BaTb MeHO «CBOWCTBa Mamku», B KOTOPOM
HeobxoANMMO  nepentn B  MNOAMNYHKT  «be3onmacHOCTb» M HaxaTb  KHOMKY
«[JononHntensHo». Tenepb B OTKPbIBLUEMCH OKHe «[lononHuTenbHble napamMeTpbl
6e3onacHOCTM Ans..» NepenuTn BO BKAAAKY «AyAWT» U HaxXaTb KHOMKY «/3MeHUTb» u
3aTeM «/[lo6aBUTb» W yKaszaTb Y4YETHYH 3anucb WAW Tpynny, Ans KoTopon 6yaert
oCyLLecTBAATbCA ayauT. [anee HeOOGXOAMMO OTMETUTb OTCAEXWBaeMble COObITUS
(BbINONHEHWNE, UTEHWE, CO3AaHMe QalroB U Ap.) U pe3yabTaT (ycnex uam oTkas). MNpwu
nomMowm cnucka «MprmeHaTb» yKasaTb 061acTb NPUMEHEHNA NOANTUKKN ayauTa. Nocne
yero HeobxoANMO NMOATBEPANTL U3MEHEHUS (CM. purC. 23).
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PUCYHOK 23. AYANT AOCTYMNA K OBbEKTAM HA MPUMEPE MAMKA C OBLUAM AOCTYOM
Tenepb BCe yKka3aHHble onepaumm byayT oTobpaxkaTbCs B >XXypHase 6e30nacHoOCTH.

YTobbl YyNPOCTUTL HaCTPOWMKY ayamTa npu 60/bIOM KO/MYecTBe OO6bEeKTOB, cneayet
aKTUBMpPOBaTb Gpaxkok «HacnegoBaHWe napameTpoB OT POAUTENLCKOrO obbekTa». MNpu
3TOM B nose «YHacneAoBaHO OT» ByAeT nokasaH pPoAUTENbCKUA OOBEKT, OT KOTOPOro

B3ATbl HACTPOMKMW.

BonblWMi KOHTPOAb COBLITUM, 3anUCbiBaeMblX B XypHas, AOCTUraeTcs MpUMeHeHnem
NONNTMKK AeTannsnpoBaHHoro ayauta (Granular Audit Policy), koTopas HacTpavBaetca
B «[llapameTpbl 6e3onacHocTn//lokanbHble noautukn/Advanced Audit  Policy
Configuration». B HacTpoikax yka3aHbl cnegytowme 10 noanyHKToOB (CM. puc. 24):

e BXOZ YYEeTHOM 3anncu — ayAuT MPOBEPKM YUETHbIX AaHHbIX, CNy>XObl MPOBEpPKM
noannHHoctn «Kerberos», onepauumn ¢ bunetammn cnyxbbl «Kerberos», apyrve
CcobbITUS BXOAZ;

e yrnpaB/JeHWe YYeTHbIMMN 3annCcAMU — ayAuT yNpaBaeHWa rpynnamm npuaoXeHnn,
YYETHbIMW 3aMncAMMN KOMMbIOTEPOB W MO/b30BaTenen, rpynnamm 6esonacHocTu
W pacnpocTpaHeHus;

e nogpobHoe oTcnexmBaHne — cobbitni RPC 1 DPAPI, co3ganuna v 3aBepLueHuns
MpoLLeccos;

e joctyn K cnyxxbe katanoros DS — ayauT AocTyna, U3MeHeHUn, penankaummn u
noapobHoW penankaumm cny>xbbl KaTaaoros;



e BXOZ/BbIXOZ — ayAWUT BIOKMPOBKM YUETHbIX 3anuncen, BXoa v BbIXOAa B CUCTEMY,
ncnonb3osaHua IPSec, cepsepa noanTukm cetu;

e J0CTyn K 06BbekTaM — ayanT o6bekToB S4pa, PaboTbl C AeCKPUNTOPamMK, COBbITUIM
CO34aBaeMblX MPUAOXKEHUAMY, Cayxb cepTudukaumm, darnoBon cUcCTeMb,
obwux nanok, naathopmon punbTpaLmy;

® V3MEHEeHWe MNOANTUKM — U3MEHEHMA MONNTUKN ayanTa, MPOBEPKN NOANNHHOCTK,
aBTOpM3aumn, naatdopmbl duabTpaumn, npasua cayxdel 3awmtel MPSSVC n
APYyTue;

e 1ICNOJIb30BaHWeE NpaB — ayAuT NpaB AOCTyna K Pa3/IYHbIM KaTeropuamM AaHHbIX;

e CuCTEMA — ayAuT LLeNOCTHOCTM CUCTEMbI, U3MEHEHMA 1N PACLLUMPEHNA COCTOAHUA
6e3onacHocTu, Apansepa IPSec 1 gpyrux cobuitmi;

e ayauT goctyna K rnobanbHbiM 06bekTaM — ayanT GanioBor CUCTEMbI U peecTpa.

, Pt"udl}lug!l}pdﬂﬂ?"n}l rPYNNOSLIMN NOANTHKAMI .._l ;_lﬂ_ig
Oaitn  fedicreme Bua  Cnpasxa
¢=|2m Hen
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PUCYHOK 24. JOCTYMHBIE HACTPOWMKI ADVANCED AUDIT POLICY CONFIGURATION

Hactpovika nonmtrkm naponem

27

KoHTpoab 3a MOAUTMKOW Maposiei nonb3oBaTenen (CI0XKHOCTb Naposs, MUHUMaNbHas
AIVHA U T.A.) ABNSIETCA OAHOM U3 BaXKHbIX 3aja4 AN afMUHNCTPATOPOB. Huxe noagpobHo
OMUCaHO M3MEHEHWe MOANTMKM naponen ¢ nomouwbio GPO ana Bcex nonb3oBaTeneu
AOMeHa.

Monutnka naponeit gomeHa koHdurypupyetcs obwvektom GPO - «Default Domain
Policy», koTopas npumeHseTca ANA BCeX KOMMbIOTEPOB AoMeHa. [na Toro 4yto 6bl
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MOCMOTPETb MAN BHECTU W3MEHEHMA B MOAUTMKY Maponeun, HeobxoaMmo 3amyCTuTb
OCHACTKy «YnpaBaeHWe rpyrnnoBoi MOAUTUKOW», B nepapxuv Hantn «Default Domain
Policy» (Moantnka goMeHa Mo yMOMYaHWIO), HaXkaTb Ha Hell NPaBOW KHOMKOW MbILLV U
B MeHt0 BblbpaTb nose «Edit» («M3meHnTb») (cM. puc. 25).

18] x]
4 Gaiin [feficteue Bua Owvo  Crpaska | =181 x]
e | 7mIRc |l
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) Tb CBASW B PACTIONOKEHWN:
|2 Departments W3MeHuTb. .. kahelp.com 3
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-+ OfbeKTbI FPYNNOBOF v Ceasb BRAKYEHE n I Cors
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|<omy'rcrsyer> =l [TKpBTD I
< | >

PUCYHOK 25. KOHCOb «YMPABNEHWE TPYMMOBOW MOANTUKOM»

OTkpoeTcs KoHcoNb «PeaakTop 06bEKTOB rpynnoBon noantukm» («Group Policy Object
Editor»), B okHe koTopoW byaeT BbibpaHa noantunka «Default Domain Policy» (cm. puc.
26). Heobxoanmo packpbITb ClesyoLLne y3bl:

o «KoHdurypauwmsa komnbtoTepa» («ComputerConfiguration»);
o «KoHpurypauma Windows» («WindowsSettings»);

o «[lapameTpbl 6e30nacHocTU» («SecuritySettings»);

o «[lonntnka naponem» («Account Policies»).
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PUCYHOK 26. KOHCO/Mb «PEAAKTOP OBBEKTOB MPYIMOBOM MOJUTUKIA»

B tabavue 1 «Monntrka naposien yueTHOM 3anncm» npeacTaB/eH nepedeHb 40CTYMHbIX
noanTuk naponen («Password Policy»).

TABAMUA 1. TTONNTKA MAPOEN YHETHOW 3AMMCH

MonanTtuka OnucaHue Bo3zmonk. Pekom.
3HaAYeHnda 3HaueHue
HenoBropsaemoctb = Korga noavtrka BKAKOUYEH3, 0-24 5

naponei (Enforce
Password History)

Active Directory xpaHuT cnncok
HeZjaBHO NCMOJIb30BaHHbIX

naposien n He paspeLuaert
noJsib30BaTeNtO 3ajaBaTb
napoJib 13 3TOro cnmcka. B
pe3ysnbTaTe, KOraa
NnoJ/ib30BaTENtO Mpesnaraercs

CMEeHUTb

naposab, OH HE MOXET

MOBTOPHO BBECTM TOT Xe
napob, TO €CTb YBEANUYUTD
CPOK ero fencTBua. ITa
NOAWTMKA BKAKOYEHa Mo
YMOJITYaHUIO, MPUYEM
MaKCVMMaJsibHOE 3HaYeHne Ans
Hee paBHO 24.




MakcumanbHbIN
CPOK AencTBmA
naponsa (Maximum
Password Age)

MuHUManbHbIN
CPOK AeNcTBUA
napoaa (Minimum
Password Age)

MuHumanbHas
A/IMHa napons
(Minimum
Password Length)

OTa NoAnTMKa onpeaenser, 1-999
Korza noab30BaTento

HeobX04MMO CMEHUTb Napob.
Hev3meHHbIe nan peako

n3MeHsemble napoau bonee

YA3BMMbI, ¥ 3/I0YMbILLNEHHNKN

MOTYT UCNO/Ib30BaThb UX ANS

A0CTyrNa MNoj, CyLWecTBYOLWEN

YUYETHOW 3anncbo. 3HayeHme

MO YMOAYAHUIO — 42 AHA.

Korga nonb3oBaTtento 0-998
HeobXxoANMO CMEHUTb NapOb,
TO, fl@Xe eC/Iv BKNHOYEeHa
NCTOPUA NapoNem, OH MOXeT
MPOCTO HECKO/IbKO pa3
M3MEHUTb NapoJb, UTOObI
obouTtn TpeboBaHMsA 1 CHOBa
BBECTU NCXOAHbIA Napob.
MNonntnka «MuHUManbHeIU
cpok Oelicmeus naposs»
npesoTBpaLLaeT Takyto
cuTyauuto, Tpebys, UTobbl
MeXzy CMeHaMu naponewn
MPOXOANNO OnpeseneHHoe
KonmyectBo AHen. KoHeuHo,
aAMUHUCTPATOP NN
COTPYAHUK CNYX6bI
NOAAEPXKKN C
COOTBETCTBYHOLLUMMU
paspeLleHns MM MOXET B
ntoboe Bpemsa CMeHUTb Naposb
B Active Directory. Ho
No/b30BaTeNtO 3anpeLLeHo
MeHATb Naponb 6osnee ogHOro
pa3a B TeYeHMne yka3aHHOro B
3TOM NnapameTpe nepuoja
BPEMEHMU

JTa noanTUKa 3ajaet
MWHWMaNbHOE KONNYECTBO
CMMBOJI0B B napose. [1o
YMOJIYaHUWIO B Napoe JOMXKHO 1-14
6bITb 7 CUMBOJIOB.

0- 6e3
napons

60

JTa NoAnTMKa BKAKOYaeT OtkaroyeHa
npasuna (GUabTPbLI) ANA HOBbIX
naponen. B Windows Server

2003 TpeboBaHus GuabTpa

BknroueHa/
OTkNtoueHa

Maponb pomkeH
oTBeyaTtb
Tpe6boBaHUAM
C/I0)XKHOCTH



(Passwords Must naposien No yMoa4YaHUO
Meet Complexity (passfilt.dll) cneaytowine:
Requirements)
o Mapo/b He JOMKEH ObITb
OCHOBaH Ha UMeHM
y4YeTHOW 3anucu
noJsib3oBaTens;
o B MNapoJsie AOMKHO bbITb He
MeHee 6 CUMBOJIOB;
o MNaponb AOJXKEH coaepXaTb
CUMBOJIbI CNeAYHOLLMNX
TMNOB (MUHUMYM TPW):
* 3arnaBHble andaBUTHblE
cnmBonbl (A ... Z);
* CTPOYHble anpaBUTHbIE
cumBOAbI (A ... Z);
» apabckue umdpesl (0..9);
* He anpaBUTHO-
undpoBble CUMBOJIbI
(Hanpumep ! $ #, %).

Mo ymonuaHuto B Windows
Server 2003 3Ta noanTrKa

BKJIFOYEHa
XpaHeHue naponeir [lapameTp ykasbiBaeTt BintoueHa/ OTkntoueHa
C UCNOJIb30OBaHUEM  1CMO/b30BaTh /N OTtkntoueHa
obpaTtumoro ornepawLmoHHOWN CUCTEMOM ANS
wudpoBaHna XpaHeHus naposen obpatumoe
(Store passwords wndposaHme.
using reversible
encryption)

,ﬂ'ﬂﬂ TOro 4YTO Obl U3MEHUTL napamMeTp AOCTaTOYHO HaXaTb Ha Hero NleBON KHOMKOWN
MbILUN U YKa3aTb 3HaYEHUE. M3ameHeHune Tpe6OBaHI/IVI K ATMHE N CNO>KHOCTU napone|7| He
B/INAET Ha CyLlecTByrOwne napoan. [Mocne BKAKOUEHUS 3TUX MONUTUK, U3MEHEHMSA 6yAyT
B/INATb TONIbKO Ha HOBbI€ YYeTHbIE 3arncn N nUsMmeHAeMble rnapoJin.

Hactpovika moanTk HGAOKMPOBKK YUETHOM 3anmcu

31

B obuwem cmbicie 610KMpoBKa YYeTHbIX 3anucel MogpasymeBaeT, 4TO nocae
HEeCKONbKMX HeyAauHbIX MOMbITOK BXOAa B CUCTEMY Ta JO/DKHA pewwuTb, 4TO
3N0yMbILWNEHHUK MblTaeTca nozobpaTb Mapob, YTO6bI BOCMOAb30BATbCA YYETHOW
3anmncero, 1 B Lenax 6esonacHOCTM 3aba0KMpPOBaTb 3Ty YYETHYH 3anucb U Mpeceyb
AaNbHeNnwWwne nonbITKM BXoga B cucTemy. MoanTvkm HGNOKMPOBKM YyUETHbIX 3anucein
onpeaenaroT npesen AN He aBTOPU3OBaHHbIX BXOAOB B CUCTEMY, TO €CTb KOJIMYECTBO
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HeyAa4HbIX NOMbITOK 3a nepunos BpeMeHun Wu Tpe6OBaHI/IFI, BbINOJIHEHNE KOTOPbIX
Nno3BONT p336ﬂOKVIpOBaTb YYETHYHO 3anncCb, — MNOAb30OBATE/NIFO NPUAETCA MNPOCTO
noao>XAaaTb UK O6paTI/ITbCFI K agMWHNCTPaTopy.

MonnTrka 61OKMPOBKM YUETHOM 3anucu KoHourypupyetcs obbektom GPO- «Default
Domain Policy», koTopas npumeHseTca Ans BCeX KOMMbIOTEPOB AoMeHa. [ns Toro uto
6bl MOCMOTPETH UM BHECTU M3MEHEHUS B MOJUTUKY, HEOOXOAMMO 3amyCTUTb OCHACTKY
«YnpaB/ieHne rpynnoBor NOANTMKOW», HaT «Default Domain Policy», HaxaTb Ha Hel
NpPaBOWN KHOMKOM MbILWM U B OTKPbIBLUEMCS MeHIO BblOpaTth «M3meHutb» («Edit») (cm.
puc. 3.25).

OTKpoeTcs KOHCoNb «PeaakTop 06beKTOB rpynnoBon noantmnkm» («Group Policy Object
Editor»), B okHe koTOpon byaeT BbibpaHa noauntunka «Default Domain Policy» (cm. puc.
3.26). HeobxoanMO packpbITb CresyroLme y3nbi:

o «KoHdurypauwma komnbtoTepa» («ComputerConfiguration»);
o «KoHpurypauma Windows» («WindowsSettings»);

o «[lapameTpbl 6e3onacHocTU» («SecuritySettings»);

e «[lonnTtnka naponem» («Account Policies»).

B Tabaunue 2 npuBeseHbl NOANTUKN BNOKMPOBKM yueTHOM 3anuck («Account Policies»).

TABAMLUA 2. TTONUTVIKIA BNOKMPOBKIM YHETHOM 3AMMCH

Monutuka OnucaHue Bo3mox. Pekom.
3HaYeHunA 3HaueHue
Moporosoe 3ajaeT KOIMYeCcTBO 0 po 999 5
3HaueHue HeyZauHbIX NMOMbITOK BXOZa B
610KNPOBKMU cucTemy, Baekyllee
(Account Lockout = 610kMpoOBKy y4eTHOM 3anuncu.
Threshold) Ecam ykazaHo cavwkom

MasieHbKoe NoporoBoe
3HauveHve (Hanpumep, Tpw),
yYeTHble 3anmcn MoryT
610KMpoBaThCa n3-3a
06bIUHbIX oWwmbokK. Ecam
3HauyeHwue paBHO 0, yyeTHble
3anuncu He 60KMpyLoTCA
HMKOrAa. 3HaueHne cyeTymka
6/10KMPOBKN He M3MEHSETCA
npw NonbiTKe BXoja B

cucTemy Ha
3a6,10kMpOBaHHbIX pabounx
CTaHLMAX
Bbnokuposka Onpegenset nepuos 0 po 99 999 0
YUYEeTHOW 3anucu BPEMEHMW, KOTOPbIN JOKEH MUHYT



Ha (Account NPOWTN Nocne 6AOKNPOBKM

Lockout Duration) po Toro, kak Active Directory
aBTOMaTUYeCcKu
pa3baokmpyeT yyeTHyro
3anucb NoJsib3oBatesnis. JTa
NONITUKa He BK/IKOYaEeTCA Mo
YMOJIYaHWIO, N ee NONe3HO
MCNONb30BaTb TONbKO B
COYeTaHUN C NONNTUKOM
«lNoporoBoe 3HayeHe
610kmpoBku» (Account
Lockout Threshold). XoTa
AONYCTUMbIMUY ABAAKOTCA
3HauveHus ot 0 go 99 999
MUWHYT, TO ecTb okono 10
Heaenb, Hebonblume
3HayeHua (0T 5 go 15 MuHyT)
MOTYT CyLLLEeCTBEHHO CHU3UTb
KOZIMYeCTBO aTtak, Mpuyem
nosib3oBaTen,
3ab6710KMpOBaHHbIE MO
owmnbke, He ByayT Npu 3TOM
NCMbITbIBaTb CEPbE3HbIX
Heypo6c¢TB. Ecam BoibpaHo
3HauveHue 0, nosb3oBaTeNto
cnepyet obpaTUTbCa K
agMUHUCTpaTopy, ANA
pa3bJ0KNPOBKM YUETHON
3anuncun BPyUHyHo.

C6poc cueTumka STOT NapamMeTp ykasblBaeT 1 po 99 999 10
610KMpPOBKN BpeMSs, KOTOpOe AOJIKHO

yepes (Reset NPONTK NOCNE HeyAauyHOW

Account Lockout NoMbITKW BXO4a B CUCTEMY [0

Counter After) TOro, Kak 3HaueHue cyeTymKa

6yaeT copoweHo go 0.
Jonyctumble 3HauyeHns — oT
1 20 99 999 MuHyT, Npuyem
3HayeHuVe napametpa
JOIKHO ObITb MEHbLLIE UAN
pPaBHO MPOAOIKUTENBHOCTH
6/10KMPOBKM YUYETHOM 3anmncu

[nsa Toro yuto 66 U3MEHWUTL MapamMeTp JOCTaTOYHO HaXaTb Ha Hero MpaBOM KHOMKOW
MbILLM W yKa3aTb HOBOE 3HaueHue.



HaCTpOVIKa rnepnola CMHXPOHM3auMK AaTbl MOC/IEAHEIO BXOAa NOb30BaTeNd B CMCTEMY
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[ata nocneaHero Bxoja nonb3oBaTena B cuctemy B mogyne OWB onpegensetca no
napameTpy Active Directory «LastLogonTimestamp». MNapametp
«LastLogonTimestamp» - XpaHWUT NOCAEAHIOO JaTy BXoZa MoO/b30OBaTens, no
yMon4aHuto obHoBasemyto Kaxable 9 - 14 gHel. 3a nepuog akTyanmsauum napameTpa
OTBEYAET CUCTEMHbIN MapameTp - «msDS-LogonTimeSyncinterval». Ytobbl aaTta
nocnefHero BxoAa MOAb30OBaTensi OOHOBASNACh KaXAbl AeHb HeobXoAMMO ykasaTb

cuctemHomy  napametpy Active  Directory «msDS-LogonTimeSyncinterval» 3HaueHne
pasHoe 1.

Ons TOro, yTOo 6bl 3ajaTtb 3HauyeHue napametpa «msDS-
LogonTimeSynclinterval» HeobxoamMo 3anycTuTb pegakTop nHTepdericos cnyxb Active
Directory «ADSIEDIT.MSC» (nepentn B MeHI0 «[Tyck» 1 B TEKCTOBOM MoJie «BbinonHnTb»
BBecTn «ADSIEDIT.MSC» (cm. puc. 27)).

Programs (1)

B ADsIEDIT

P
- gee more results

| ADSIEDIT MsC Log off >|

|f}5tart

PUCYHOK 27. TTEPEXO/, B MEHIO «[1YCK» 1 BBOZ «ADSIEDIT.MSC» B TEKCTOBOM MOJE
«BbINONMHNTb»

Mocne 3anycka OCHaCTKK «ADSIEDIT.MSC» Hantu napametp «msDS-
LogonTimeSyncinterval» 1 3agaTb ero 3HaueHve. [na 3Toro nepentn B
«Hactporikn» («Properties») (cm. puc. 28).
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¥ aDsI Edit
File Action VYiew Help

I[=] B3

O EEEEREEN]E

| CM=Program Cata

| CM=System

| oU=test

 CN=Users

| ou=Emn

| oU=¥TMEAA MY MEA Pocckm, .
] Cu=Infrastructure

KN o

2 ADSIEdit Harme | Actions
o " oo
| | CN=Computers
ity ' | OlU=Damain Contrallers Mare Actions 4
Wi 3 | CH=ForeignsecurityPrincipals
| CH=LostandFound
Rename - CM=Managed Service Accounts
ReffreED I CN=NTDS Quotas
Export List. ..

Opens the properties dialog box for the current selection,

PUCYHOK 28. PEAAKTOP MHTEPGEMCOB C/YXXb ACTIVE DIRECTORY «ADSIEDIT.MSC»

B otkpbiBwemca okHe «HacTtpowikm» («Properties») ykasaTb 3HauyeHWe napameTpa
«msDS-LogonTimeSyncinterval» (cm. puc. 29).




DC=gibdd,DC=local Properties

Atiibute Editer | Security |

Attributes:
Abtribute | Walue :I
modifiedCountéatl aztPram a
mzDS-AllowedDMN S Suffines <not zets
sl S-AldsersTustuots 1000
mzl5-BehaviorWersion 4 = [WwWiMN2008R2 )
m5-05-ConzistencyChildCount <not zets
m5-05-CongistencyGuid <not gety
mzDS-EnabledFeature <ot zets J
msD5-LagtKnownROM <not zets

onTimeSynclntersal
mz-05-MachinedccountDuota 10
mzDS-NeTppe 0
mzDS-PerlzerTusttuota 1
msD S -PerlzerTuustTombstoresfuata 10
mzD5-USHLastSpncSuccess <hot sety -
0 I net _'I_I
E dit | Filter |
0K I Cancel | Apply | Help |
Albtribute: mz0S-LogonTimeSynclnteryal
Walue:
Clear | ak. I Cancel |

PUCYHOK 29. 3AIAHWE 3HAYEHKIA TAPAMETPA «MSDS-LOGONTIMESYNCINTERVAL»

Co3zaaHne CyXebHOM YUYeTHOW 3anmncu

Ans  poctyna nporpamMMmHoro npoaykta K Active Directory Ttpebyetca co3zgatb

CNy>XebHyro yuyeTHyto 3anucb C pgobaBneHvem ee B rpynny Domain  Admins

("AaMUHUCTpaTOpbl JOoMeHa").

JKCMOPT cepTndmkKaTa

Ans skcnopta ceptudukata m3 Active Directory pekomeHAyeTca BOCMO/b30BaTbCA
ytuanton JXplorer, anctpmbyTnB KOTOPOWN MOXHO CKkauaTb C cauTa http://jxplorer.org/.

Mocne 3anycka JXplorer, HeObX0ANMO YCTaHOBUTb coeaMHeHue C cepeepom LDAP
(File = Connect), B otkpbiBweMca okHe "Open LDAP/DSML Connection" ykasatb
HaCTPOVKM COEAMHEHNA, HanpUMep:

Host organization.ru

Port 636

Base DN OU=0Opranunsauusn,DC=organization,DC=ru
Level SSL + User + Password
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User DN CN=Ldap Manager,CN=Users,DC=organization,DC=ru
Password 5ecr3t

MoaknrounTLCA K CepBepy, Haxas Ha kHonky "OK".

[ns TOro uto Obl M3BNEYL CEPTUDMKAT, HEOOXOANMO BbINONAHUTL CAEAYHOLWME AEUCTBUS:

e B BepxHen naHenn JXplorer nepentn "Security" — "Trusted Servers and CAS";

e B OTKpbiBWeMcs okHe "Manage Your Trusteid Server Certificates" Bbiaenntb
ceptudumkart, HaxaTb Ha kHonky "View Certificate" (ecan B okHe "Manage Your
Trusteid Server Certificates" AOCTYNMHO HecCkoAbKO cepTUdMKaTOB, BbIOPaTb
cepTnduKaT Cc UMeHeM Bragenbua ceptudukata "cn=ad");

e B oTKpbiBWemcA okHe “Certificate” nepeitn Ha Bknaaky "Detalis”, coxpaHutb
cepTUdMKaT B OTAE/BHYIO AMPEKTOPUIO, HaxaB Ha kHorky “Copy to file".

YCTaHOBKa W HacTpovika JVM

Ans dyHKUMOHMpPOBaHMA nporpaMMHOro npogykra Tpebyetca JDK 8. Bbl MoxeTe
MCcnoab3oBaTh Ty, KOTOpas y>e H6bina ycTaHOBAEHA B Ballly CUCTEMY WAN MOXeTe cKayaTb
JDK C cavTa Oracle no CCbUIKE:
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
2133151.html.

Mpwn ycranoske JDK cneayet otkasatbca oT ycraHoBku JRE (cm. puc. 30).

ﬁ' Jawa SE Developrment Kit 8 Update 77 (84-bit) - Custorn Setup *

Select optional Features tao install Fram the lisk below, You can change yvour choice of Features after
installation by using the Add/Remowe Programs dtility in the Control Panel

Feature Description

lava SE Development kit &
Update 77 (64-bit}, including the
lavaFs SOk, a private JRE, and
the Java Mission Control kools
suite, This will require 150ME on
vaur hard drive,

Development Tools
4 ¥ ~| Source Code
& Public JRE

Install ko

Ci\Program Files)Jawaijdkl .5.0_77)

| < Back || MNext = I | Cancel |

Pu1cyHOK 30. YCTAHOBKA JDK

[na KoppekTHoW paboTbl C YaCOBbIMU NOSiCaMN HEOBXOAMMO YCTaHOBUTb OBHOBAEHNE
Java SE Timezone Updater, ckavatb  ancTpubyTMB  MOXHO C  caWTa
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Oracle http://www.oracle.com/technetwork/java/javase/downloads/tzupdater-
download-513681.html.

Hactpovika nepemMeHHON Cpesbl OKPYXeHMA

Mocne ycraHoBkn JDK HeobXoAMMO AOMOAHUTENBHO HACTPOUTb MEPEMEHHYHO
OKPY>KeHMA JAVA HOME. [lepemMeHHas OKpy>XeHWs JAVA HOME JOJIXKHa cofep>KaTb MyTb

yctaHoBku JDK.

Ana TOro, u4tobbl 3asaTb MNEPEMEHHYID OKPY>KEeHWUs, HeobXoAMMO  BbIMOAHWUTH

cnesyrolime AencTBums:

e nepentn B 650K "[JlononHuTenbHble napameTpbl  cuctembl”  ("Tlyck" -
"KomnbroTep" — MyHKT KOHTEKCTHOro MeHto "CBowcTtBa" — "[lONOAHUTENbHbIE
napameTpbl cucTembl”);

e B OTKpbIBlWEMCs okHe "CBOWMCTBA cucCTeMbl”, Ha Bknagke "[onosHuTesbHO" B
6n0Ke "3arpy3ka n BOCCTaHOBAEHME" HaxkaTb Ha KHOMKY "lepemeHHble cpeapbl”.

( EE)

Ceoiictea cuctemsl | J

Tepa I Ofopyaosanie
DononHuTensHo | 3AWWTE cHCTEMEI I Y paneHHsii gocTyn

Heofxogamo umeTs npaga aiMWHWCTPATOPa ANA WSMEHEHWA BONBIWMHCTES
NEPEYMCNEHHREX NEPEMETPROE.

BeicTpopeficTENE
BusyaneHeie sthdekTel, MCNoNkE306aHWE NPOLECCopa, ONEPaTMEHOA U

BWPTYANEHOA NamATH

Mpogni NonbsoBaTENEH

MapameTpel pafioyero CToNE, OTHOCALLMECA KO BXOAY B CHCTEMY

MapameTped...

Zarpyska v BOCCTaHOBNEHWE

3arpysKa v BOCCTAHOBMNEHWE CUCTEMEI, OTNEM04HEA MHPOPMaLMA

E’Iepemeﬂthe CPEab!... ]

[ QK H Cmveqa l MpureHATE

PUCYHOK 31. HACTPOWKA MEPEMEHHOM OKPYXXEHWA JAVA_HOME

B 6s50ke "CucTemHble nepemMeHHble" 3ajaTb MEpPEeMEHHYH0, BbIMOJHWUB Caejytolme

AencTBus:

e HaxaTb kHonky "Co3gaTb";
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B nose "Vims nepemeHHon" ykasatb: JAVA_HOME;

B noJsie "3HaueHve nepemMeHHON" ykasaTb MyTb A0 AMPEKTOPUW, B KOTOPOW
yctaHoBneHa JDK (Hanpumep, C:\Program Files\Java\jdk1.8.0_77);

COXPaHUTb M3MeHeHWs, nocnefoBaTeNbHO HaxaB Ha kHonky "OK" B oOkHax

"Co3saHne cuctemMHon nepemeHon”, "lepemeHHble cpegbl”, "CBoicTBa
cuctembl”.
[Fiepevermoie coeaei [ =]
Hosaa cuctemHas nepemesHas — | % |
MMA NepeMeHHoI; JAVA_HOME
3HaueHwe nepementon:  Ci\Program Files\Javaljdkl.7.0_13
[ QK ” OTMeHa
. S — R — L
CHMCTEMHEIE MEPEMEHHEIE
MNepemeHHan 3HaqeHHe i
05 Windows_NT D
Path C:'Program Files (x88)WVIDIA Corpora...
PATHEXT .COM; [EXE;.BAT;.CMD; .VBS; . VBE;. J5; ...
PROCESSOR_A... AMD&4 ke
[ Cozaate... ] [HSMEHH‘I’h... ] [ YoaniTs ]
[ QK l [ OTMeHa l

PUCYHOK 32. HACTPOMKA MEPEMEHHOW OKPYXXEHMA JAVA_HOME

[anee Heobxoanmo Ao06aBUTL B 3HauYeHMe CUCTEMHOW nepemeHHou PATH nytb go
ncnonHsemoro darina java.exe, AN 3TOrO BbINOJHUTb CAeAytoLne AeUCTBUA (Tak e
onuvcaHve npoLecca HaCTPOWKK NepeMeHHON cpeabl okpyxxeHnsa PATH ana pasnnuHbix
naatpopm Windows npuBeaeHO
3aechb http://www.java.com/ru/download/help/path.xml):

HanTu nepemMeHHyto PATH B okHe "[lepemeHHble cpeapbl” B 6aoke "CuctemHble
nepemeHHble” (“lMyck" — "Komnbrotep" — NYHKT KOHTEKCTHOrO MEHI
"CBoucTBa"” — "lononHuUTeNbHblE MapaMeTpbl cuctembl” — B OkHe "CBOWMCTBa
cuctembl” Ha Bkaagke “"[lononHUTeNbHO" HaXkaTb Ha KHOMKy ‘llepemMeHHble
cpeabl”);

BblAEINTb  HaWAeHHyo nepemeHHyto PATH kypcopoM, HaxaTb  KHOMKY
"N3meHnTb";

B OTKpbIBLUEMCA OKHe "/I3mMeHeHre cncteMHON nepeMeHHOW" nose "3HadeHne
nepeMeHHOW" AOMONHNUTL 3aMMCb0 O MECTOMOIOXEHMN UCMOAHAEMOro danna:

;$JAVA_HOME$%\bin



http://www.java.com/ru/download/help/path.xml

® COXpaHUTb W3MEHEeHMus, nocnefoBaTesbHO HaxaB Ha kHonky "OK" B okHax
"VIamMeHeHMe cucTeMHON nepemMeHHon", "lepemeHHble cpeabl”, "CBoicTBa

cuctembl”.
| \
MepemerHble cpegpl 2
| I
HMzmenenve cucTeMHol NnepeMerHCi &
MMA NepeMeHHoI; Path
3Ha4eHue nepemedHon:  ols\Binn'; SelAVA_HOME: \bin;
0K ][ OTmMeHa
i A
CUCTEMHBIE NMEPEMEHHEIE
MepeMeHHan 3HaYEHWE ot
o] Windows_NT |:|
Path C:\Program Files (x86)\MVIDIA Corpora. ..
PATHEXT .COM; EXE; BAT;.CMD; . VBS; . VBE;. IS ...
PROCESSOR_A... AMDo4 52
[ Cozaatk... l MameHuT. .. ll Yoanute l
[ QK ][ OTHMEHa ]

PUCYHOK 33. HACTPOWKA MEPEMEHHOWM OKPYXXEHMA PATH

Mpwu otcytctBUM anemeHTa PATH, fobaBuTb HOBYHO mepemMeHHyto 1 ykasatb PATH kak
MMA  MEepemMEeHHOW W MeCTOMONOXEeHVEe WCMOoAHAeMOoro daiia Kak 3HayeHue

nepemMeHHOMW.

MNocne TOro, Kak nepemeHHble OKPY>XeHUsA 3alaHbl, MOXHO MPOBEPUTb KOPPEKTHOCTb
YCTaHOBKMW, BbIMOAHMB B KOMaHAHoW cTpoke ("Myck" — "Bce nporpammbl” —
"CraHpapTtHble" — "KomaHgHas cTpoka") cnefyrolime KoOMaHzabl:

echo %path% --B pesynbTaTe OTOOPABUTCS BHAUEHMUE II€PEMEHHONM.

echo %java home% --B pesyneTaTe oTOoOpasmMTCA 3HAUEHME NEPEMEHHON.

java -version --B pesynbTaTe OTOOPA3UTCs HOMEP BEPCUM YyCTAHOBJIEHHOTO NPOTPAMMHOTO
obecrnedyeHus.

YcTaHOBKa AMCTPMBYTVBA

Co3znaHne paboueit AMpekTopmm

Ana  KOppekTHOro QYyHKLUMOHMPOBAHWA MPOrpaMMHOro Mpojykta Ha cepBepe
npuaoxeHunn Tpebyetca co3gate pabouyro gupektopuio C:\Runtime.

B faHHYytO AVPEKTOPUIO ClesyerT:
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e pacrnakoBaTb COAEPXMMOe ANCTPUBYTUBA;

e nomectutb ceptndukat Active Directory ¢ umeHem ad.crt;

e CKauyaTb anctpunbytmns PostgreSQL BepcUn
9.5.X (http://www.enterprisedb.com/products-services-
training/pgbindownload) n pacnakoaTtb B anpektoputo C:\Runtime\pgsql.

YcTaHOBKa AMCTprbyTMBa

[nsa 3anycka npoLecca yCTaHOBKW NPOrpaMMHOro NPOAyKTa CAeAyeT 3anyCTUTb KOHCO/b
C npasamu adMuHUCMpPamopa v BbINONHUTb KOMaHAY:

| cd /d C:\Runtime && install-all.cmd

B npouecce yctaHOBKM ancTpubyTmBa ByaeT 3anpolueH cBOHOAHbIN NOPT ANA CAy>KObl
Apache24 (B cnyyae, ecnm nopt 80 y>ke 3aHAT), a Tak>ke HaCTPOWMKKN coeanHeHus ¢ Active
Directory.

Mo 3aBepLUeHMN NpoLiecca YCTaHOBKM Ha cepBepe NPUIOXKeHWIn ByayT yCTaHOBAEHBI:

e CYB/, PostgreSQL 9.5.1 ¢
o postgres/postgres - y4eTHaa 3anucb cynepnosib3osatens PostgreSQL;
o oib/oib - yueTHaa 3anncb cyX6bl ynpaBaeHUa MAeHTUOUKALMOHHBIMMU

AaHHbIMY;

o audit/audit - y4yeTHaa 3anucb CAy>Xb6bl ynpaBAeHUs  COBBLITUAMM
6e3onacHoCTY;

o usersupport/usersupport - y4eTHas 3anucCb eAVHOIO LEHTP MOAAEPXKKM
nonb3oBaTenew;

o notifier/notifier - yyeTHas 3anncb cNy>k6bbl PaccbiNky yBEAOMAEHWNN;
e Beb-cepBep Apache HTTPD 2.4;
e cepBep coobuieHmn Apache ActiveMQ 5.11.1;
o cepBep npunoxenuin Wildfly 9.0.2 ¢ nHcTanmMpoBaHHbIMW MOAYASAMU:
o cnyxba ynpaBneHus NAEHTUPUKALMOHHBIMUN JaHHbIMU;
cny>ba ynpaBneHusa cobbitnamm 6e3onacHocTy;
cny>ba ayteHTUdMKaLMK NoAb3oBaTenen;
cny>b6a aBTOpM3aLMm nonb3oBaTteney;
€VHbIV LLeHTP NoAAEP>KKM NOb30BaTENEN;
NPUAOXKEHNE CMeHbl Mapos;
cny>6a paccbiikv yBeaOMAEHNN;
XpaHuauie dotorpadpuin.

O O O O O O O
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[1poBepka paboTOCNOCOOHOCTH

Mpoeepka AOCTYNMHOCTM n paboTtocnocobHOCTM Cnyxbel  ynpassieHus
udeHMUUKAYUOHHbIMU OAHHbIMU:

Anpec https://localhost:8282/security-admin-web

NMonb3oBatenb devadmin

Maponb P@@sswoOrd

MpoBepka AOCTynHOCTM M paboTtocnocobHoctn Cayxbel ynpasneHus cobbimusamu
6ezonacHocmu:

Anpec https://localhost:8282/audit/webapp/journal

NMonb3oBatenb devadmin

Maponb P@@sswOrd

MNMpoBepka poctynHoCcTM U paboTtocnocobHocTn EQuHo20  yeHmpa  nododepxxku
nosi3oeameriel:

Apnpec https://localhost:8282/usersupport

NMonb3oBaTtenb devadmin

Maponb P@@sswOrd

MpoBepka AOCTYMHOCTU 1 paboTOCNOCOBHOCTU [TpusioxXeHUs cMeHbl NaPOJIS:

Apnpec https://localhost:8282/security-changepwd-web/webapp/change-
password.html

Monb3oBatenb devadmin

Maponb P@@sswOrd

MpoBepka AOCTYNHOCTM 1 paboTtocnocobHocTn Cyxbbl pacceliku yeedoMaeHUU:

Anpec https://localhost:8282/notifier
NMonb3oBartenb devadmin
Maponb P@@sswOrd

MpoBepka focTynHOCTM 1 paboTtocnocobHocTn 8eb-cepsepa Apache HTTPD:

Appec https://127.0.0.1/server-info

Apnpec https://127.0.0.1/server-status

MpoBepka AOCTYNHOCTM 1 paboTocnocobHOCTN cepgepa coobuweHut Apache ActiveMQ:

Anpec http://127.0.0.1:28161/admin
Monb3oBarenb | admin
Maponb p@ssword

MpoBepKy AocTynHoCcTn 1 pabotocnocobHoctn CYB/ PostgreSQL MOXHO OCyLLEeCTBUTb
yepes psql nam ytuanty PgAdmin.
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JlononHutenbHo cnepyet ybeamutbCcA B OTCYTCTBUM OLIMOOK B CUCTEMHbIX >XKypHasnax
cepsepa MPUNOXKEHNI Wildfly, PacnoN0XeHHbIX B
anpektopum C:\Runtime\wildfly\standalone\log.



